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Relevance of ISO 31000 for Risk Professionals  
	  
 
The ISO 31000 guidance is presented in narrative form as a list of principles, 
framework and process. There are several examples in ISO 31000 of overlap 
between framework and process, as demonstrated by the inclusion of context as 
part of the designing the framework and as part of scope, context and criteria. 
Another example of the overlap of framework and process is that establishing 
communication and consultation is a component of the process and is discussed 
as part of the design component of the framework.  
	  
In addition to overlap of framework and process, there are examples of overlap 
of principles and framework, including the inclusion of integration as a principle 
and as a component of the framework. These overlaps demonstrate that risk 
professionals who use ISO 31000 as the basis for implementation of a risk 
management initiative will need to extract the valuable information and guidance 
provided in ISO 31000 and develop it into a coherent and logical implementation 
checklist.  

 
Risk professionals need to understand the full and detailed requirements of a 
management system, as set out in Annex SL. These requirements define the 
components required for the successful implementation of a management 
initiative, including a risk management initiative. The list below provides an 
overview of the stages involved in implementing the ‘Control and Develop’ 
components of Annex SL.  
 
Successful implementation of a risk management initiative is an ongoing process 
that involves working through the 10 activities below on a continuous basis. 
These activities relate to the four components (1) Plan; (2) Implement; (3) 
Measure; and (4) Learn.  
	  
Plan  
1. Identify intended benefits of the RM initiative and gain board support  
2. Plan the scope of the RM initiative and develop common language of risk  
3. Establish the RM strategy, framework and the roles and responsibilities  
Implement  
4. Adopt suitable risk assessment tools and an agreed risk classification system  
5. Establish risk benchmarks (risk criteria) and undertake risk assessments  
6. Determine risk appetite and risk tolerance levels and evaluate the existing 

controls  
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Measure  
7. Evaluate effectiveness of existing controls and introduce improvements  
8. Embed risk-aware culture and align RM with other activities in the organisation  
Learn  
9. Monitor and review risk performance indicators to measure RM contribution  
10. Report risk performance in line with obligations and monitor improvement 
 
Although ISO 31000 covers the full scope of requirements for a management 
system, it is for the organisation to convert those requirements into a checklist 
and action plan. In fact, ISO 31000 covers the ‘Control and Develop’ 
components, as set out in Figure 2 in a concise and easy to understand manner. 
The ‘Scope and Design’ components from Annex SL are present in ISO 31000, 
but the structure of the guidelines on the framework require some interpretation 
and conversion into a checklist or implementation plan. The 2017 COSO 
framework ERM – Integrating Strategy and Performance provides an alternative 
approach that is also helpful.  
 
There is much useful information in ISO 31000 for risk professionals as they 
support their employer and/or clients in the implementation of a risk management 
initiative. The combination of principles, framework and process set out in ISO 
31000 provides a high-level, but comprehensive, view of the components that 
are required to implement risk management in an organisation.  
 
ISO 31000 is an important and well-recognised contribution towards effective risk 
management, but risk professionals will need to extract the guidance and advice 
most relevant to their employer or client organisations when formulating a 
successful risk management initiative that will enhance the success of the 
organisation. 
 
Appendix A: Structure of ISO management system standards 
 
ISO defines a management system as a set of procedures an organisation needs 
to follow in order to meet its objectives. A management system standard 
provides a model to follow when setting up and operating a management system. 
Some of the top-level benefits of a successful management system standard are 
(1) enhanced use of resources; (2) improved risk management; and (3) 
increased customer satisfaction by meeting product/service expectations.  
 
ISO has published many management system standards for topics ranging from 
quality and environment to information security and business continuity 
management. Despite sharing common elements, ISO management system 
standards have sometimes had different structures. This has sometimes resulted 
in confusion and difficulties at the implementation stage.  
 
Most organisations have more than one management system standard. 
Uncoordinated systems take up extra time and resources, so there is a clear 
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need to find a way of integrating and combining the standards in the best 
possible way. Existing management system standards often have different 
structures, requirements and terminology, so integration is challenging. To 
address this problem, ISO developed Annex SL – the framework for a generic 
management system and the blueprint for all new and revised management 
system standards in future.  
 
By adopting the Annex SL format, individual management systems will produce 
less duplication, confusion and misunderstandings. Management system 
auditors will be able to use a core set of generic requirements across disciplines 
and industry sectors. In future, all ISO management system standards will have 
the same high-level structure, identical core text, as well as common terms and 
definitions.  
Annex SL applies to all management system standards, including full ISO 
standards.  
 
The revised ISO 9001 and ISO 14001, as well as the new ISO 45001 will all be 
based on the Annex SL high-level structure, as follows:  

Clause 1: Scope  
Clause 2: Normative references  
Clause 3: Terms and definitions  
Clause 4: Context of the organisation  
Clause 5: Leadership  
Clause 6: Planning  
Clause 7: Support  
Clause 8: Operation  

      Clause 9: Performance evaluation 
Clause 10: Improvement  

 
Clause 1: Scope – sets out the intended outcomes of the management system. 
The outcomes are industry specific and should be aligned with the context of the 
organisation (see clause 4).  
 
Clause 2: Normative references – provides details of the reference standards 
or publications relevant to the particular standard.  
 
Clause 3: Terms & definitions – explains terms and definition applicable to the 
specific standard in addition to any formal related terms and definitions standard.  
 
Clause 4: Context of the organisation – with four sub-clauses:  

4.1 Understanding the organisation and its context  
4.2 Understanding the needs and expectations of stakeholders  
4.3 Determining the scope of the managements system  
4.4 The management system  
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Clause 4 describes why the organisation exists. The organisation needs to 
identify internal and external issues that can impact on its intended outcomes, as 
well as all stakeholders and their expectations. It also needs to document its 
scope and set the boundaries of the management system.  
 
Clause 5: Leadership – with three sub-clauses:  

5.1 Leadership and commitment  
5.2 Policy  
5.3 Organisational roles, responsibilities and authorities  

 
Top management is accountable for all management systems. They need to 
integrate the management system into core business process, ensure the 
system achieves its intended outcomes and allocate the necessary resources. 
Top management is also responsible for communicating the importance of the 
system to heighten employee awareness and involvement.  
 
Clause 6: Planning – with two sub-clauses:  

6.1 Actions to address risks and opportunities  
6.2 Management system objectives and planning to achieve them  

 
Having identified risks and opportunities, the organisation needs to specify how 
these risks will be managed. This proactive approach replaces preventive actions 
and reduces the need for corrective actions later. The objectives of the 
management system should be measurable, monitored, communicated, aligned 
to the policy of the system and updated when needed.  
 
Clause 7: Support – with five sub-clauses:  
7.1 Resources  
7.2 Competence  
7.3 Awareness  
7.4 Communication  
7.5 Documented information  

 
After addressing the context, commitment and planning, organisations need to 
look at the support needed to meet their goals and objectives. This includes 
resources, targeted internal and external communications, as well as 
documented information that replaces previously used terms such as documents, 
documentation and records.  
 
Clause 8: Operation – with one sub-clause:  
8.1 Operational planning and control  

 
The bulk of the management system requirements specific to the topic under 
consideration are within this single clause. Clause 8 addresses both in-house 
and outsourced processes, while overall management of the process includes 
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adequate criteria to control these processes, as well as ways to manage planned 
and unintended change.  
 
Clause 9: Performance evaluation – with three sub-clauses:  
9.1 Monitoring, measurement, analysis and evaluation  
9.2 Internal audit  
9.3 Management review  

 
Decisions are required on how performance will be monitored, measured, 
analysed and evaluated. Internal audit activities are part of the process to ensure 
the management system conforms to the requirements of the organisation and is 
successfully implemented and maintained. Management review, evaluates 
whether the management system is suitable, adequate and effective.  
 
Clause 10: Improvement – with two sub-clauses:  
10.1 Non-conformity and corrective action  
10.2 Continual improvement  

 
Clause 10 looks at ways to address non-conformities and corrective action, as 
well as strategies for improvement on a continual basis. The requirement for 
continual improvement in performance and enhanced delivery of stakeholder 
expectations should be embedded in all management system standards.  
 
https://www.bsigroup.com/LocalFiles/nl-nl/iso-9001/BSI-Annex-SL-
Whitepaper.pdf 
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Appendix B: Components of ISO 31000:2018 
 
1. Principles  
The purpose of risk management is the creation and protection of value. It 
improves performance, encourages innovation and supports the achievement of 
objectives. Principles include the requirement for the risk management initiative 
to be (1) customised; (2) inclusive; (3) structured and comprehensive; (4) 
integrated; and (5) dynamic.  
 
2. Framework  
The purpose of the risk management framework is to assist with integrating risk 
management into all activities and functions. The effectiveness of risk 
management will depend on integration into governance and all other activities of 
the organisation, including decision-making.  

 
1. Leadership and commitment, including:  

• aligning risk management with the strategy, objectives and culture of the 
organisation;  

• issuing a statement or policy that establishes a RM approach, plan or 
course of action;  

• making necessary resources available for managing risk; and  
• establishing the amount and type of risk that may or may not be taken 

(risk appetite).  
 

2. Integration, including:  
• determining management accountability and oversight roles and 

responsibilities; and  
• ensuring risk management is part of, and not separate from, all aspects of 

the organisation. 
 

3. Design, including:  
• understanding the organisation and its internal and external context;  
• articulating risk management commitment and allocating resources; and  
• establishing communication and consultation arrangements.  

 
4. Implementation, including:  

• developing an appropriate implementation plan including deadlines;  
• identifying where, when and how different types of decisions are made, 

and by whom; and  
• modifying the applicable decision-making processes where necessary.  

5. Evaluation, including:  
• measuring framework performance against its purpose, implementation 

and behaviours; and  
• determining whether it remains suitable to support achievement of 

objectives.  
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6. Improvement, including:  
• continually monitoring and adapting the framework to address external and 

internal changes;  
• taking actions to improve the value of risk management; and  
• improving the suitability, adequacy and effectiveness of the RM framework.  
 

3. Process  
The risk management process involves the systematic application of policies, 
procedures and practices to the activities of communicating and consulting, 
establishing the context and assessing, treating, monitoring, reviewing, recording 
and reporting risk.  

1. Communication and consultation, including:  
• bringing different areas of expertise together for each step of the RM 

process;  
• ensuring different views are considered when defining risk criteria and 

evaluating risks;  
• providing sufficient information to facilitate risk oversight and decision-

making; and  
• building a sense of inclusiveness and ownership among those affected by 

risk.  
2. Scope, context and criteria, including:  

• defining the purpose and scope of risk management activities;  
• identifying the external and internal context for the organisation;  
• defining risk criteria by specifying the acceptable amount and type of risk; 
and  
• defining criteria to evaluate the significance of risk and to support decision-
making;  

3. Risk assessment, including:  
• risk identification to find, recognise and describe risks that might help or 

prevent achievement of objectives and the variety of tangible or intangible 
consequences;  
• risk analysis of the nature and characteristics of risk, including the level 

of risk, risk sources, consequences, likelihood, events, scenarios, 
controls and their effectiveness; and  

• risk evaluation to support decisions by comparing the results of the risk 
analysis with the established risk criteria to determine the significance of 
risk.  

4. Risk treatment, including:  
• selecting the most appropriate risk treatment option(s); and  
• designing risk treatment plans specifying how the treatment options will 

be implemented.  
5. Monitoring and review, including:  

• improving the quality and effectiveness of process design, implementation 
and outcomes;  

• monitoring the RM process and its outcomes, with responsibilities clearly 
defined;  
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• planning, gathering and analysing information, recording results and 
providing feedback; and  

• incorporating the results in performance management, measurement and 
reporting activities.  

6. Recording and reporting, including:  
• communicating risk management activities and outcomes across the 

organisation;  
• providing information for decision-making;  
• improving risk management activities; and  
• providing risk information and interacting with stakeholders. 

 
	  
	  
	  
Readers may please note that D. L. Shah Trust brings out two e-journals on a 
fortnightly basis. These are mailed to those persons or institutions who are 
desirous of receiving them: These two e-journals are: 
 
1. Safety Info 
2. Quality Info 
 
If you or your friends or colleagues wish to receive these journals, you may send 
us an e-mail requesting for the same. There is no charge for these journals. Our 
e-mail address is: 
 
dlshahtrust@yahoo.co.in      haritaneja@hotmail.com   dlshahtrust@gmail.com 
 
You can also access these journals on our website:  www.dlshahtrust.org 
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